PLANS DURCE

One Source. Many Benefits

POLICY

Policy Name ISO Cryptographic and Key Management Policy
Policy Number ISO-P009 Version Number 4.0
Supersedes Policy N/A Effective Date 9/4/2019
Last Reviewed Date 3/15/2023 Last Revised Date | 4/28/2020

Policy Owner Approved By
Name David Christensen Name Srinivasan Venkatramani
Title CISO Title CTPO
Date Approved 3/15/2023 Date Approved 3/15/2023

Objective

This policy is in place to ensure the protection of the confidentiality, integrity, and availability of customer and
PlanSource data.

Responsibilities

PlanSource Personnel — PlanSource Personnel are responsible for protecting the information and devices under
their control, understanding and complying with PlanSource’s Information Security policies, and reporting any
suspicious system activity to management and Information Security.

Information Security — The Information Security team (“InfoSec”) manages the development, maintenance and
enforcement of information security policies and standards, in accordance with generally accepted best practices,
focusing on business and risk objectives.
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Definitions

Advanced Encryption Standards — AES is a specification for the encryption of electronic data established in 2001
by the National Institute of Standards and Technology (NIST).

Encryption — Encryption is the process of encoding messages or information in such a way that only authorized
systems or individuals can read it, through the conversion of plain text into a coded form that cannot be readily
identified or understood by simple viewing.

Information Assets — These are assets that consist primarily of databases and data files, contracts and agreements,
system documentation, research information, user manuals, training material, operational and support procedures,
business continuity plans, fallback arrangements, audit trails, and archived data).

Information assets also include the physical assets, services, resources, software and intangibles that support the
proliferation of information within the PlanSource global enterprise.

e Software Assets: application software, system software, development tools, and utilities;
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e Physical Assets: facilities, computer equipment, communications equipment, removable media, and other
equipment;

e Services: computing, communications services and general utilities;
e Personnel: personal qualifications, skills and experience;
e Intangibles: the reputation and image of PlanSource.

Information Systems — This is any computer system or application that processes, maintains or stores information
used by PlanSource to manage their global enterprise.

Public Key Cryptography — PKC, also known as asymmetric cryptography, is a class of cryptographic algorithms
which requires two separate keys, one of which is secret (or private) and one of which is public. Although different,
the two parts of this key pair are mathematically linked. The public key is used to encrypt plaintext or to verify a
digital signature; whereas the private key is used to decrypt cipher text or to create a digital signature

Public Key Infrastructure — PKI is a set of hardware, software, people, policies, and procedures needed to  create,
manage, distribute, use, store, and revoke digital certificates.

Related Document(s)

e Information Security Policy

Applicable Standards/Regulations/Citations/References

e [SO 27001:2013
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